Abstract-In a peer-to-peer system, a node should estimate reputation of other peers not only on the basis of its own interaction, but also on the basis of experience of other nodes. Reputation aggregation mechanism implements strategy for achieving this. Reputation aggregation in peer to peer networks is generally a very time and resource consuming process. This paper proposes a reputation aggregation algorithm that uses a variant of gossip algorithm called differential gossip. In this paper, estimate of reputation is considered to be having two parts, one common component which is same with every node, and the other one is the information received from immediate neighbours based on the neighbours' direct interaction with the node. Theoretical analysis and numerical results show that differential gossip is fast and requires lesser amount of resources. The reputation computed using the proposed algorithm also shows a good amount of immunity to the collusion.
I. INTRODUCTION
Peer-to-peer systems have attracted considerable attention in recent past as they are more scalable than the client-server systems. Free riding has emerged as a big challenge for peerto-peer systems. Tendency of nodes to draw resources from the network and not giving anything in return is termed as Free Riding. Usually the nodes will have conflict of interests, thus the selfish behaviour of nodes leads to the problem of free riding [1] . Experimental studies on Gnutella network have confirmed this [2] . In order to overcome the problem of free riding, peer-to-peer networks can use trust or reputation management systems.
II. MOTIVATION
When reputation management systems are deployed, rogue peers will start colluding to bypass it. A reputation management system should be able to operate even in presence of collusion. In peer-to-peer file sharing networks, there is no central server or repository. Therefore, trust has to be estimated and stored by each node in a distributed fashion. All such trust values also need to be aggregated to build an effective reputation management system. Aggregation of trust generally consumes a lot of time and memory especially with large number of nodes.
So far, in most of the earlier work, the networks with power law degree distribution have not been considered. Whereas, studies show that unstructured peer-to-peer networks generally follow power law degree distribution. For example, Gnutella has a power law degree distribution d −α with α = 2 to 3 [4] . Study by Iamnitchi et. al. [5] shows that Kazaa also follows power law degree distribution.
In this paper, we have proposed an algorithm that discourages the free riding and reduces the collusion significantly in networks with power law degree distribution. The proposed algorithm does not require any central server or repository. The communication and computation cost for trust aggregation is low, and the aggregation is normally completed in reasonable time.
III. TECHNICAL CONTRIBUTION

A. Reputation Aggregation
We can observe that the human social network already have a mechanism to reduce free riding and collusion. In human network, when one wants to know about another person's reputation, he uses three kind of quantities. First, the trust observed in direct interaction with that person, second the trust observed by his friends in their direct interaction with that person; and third, the general perception in the society about him. Based on the understanding developed by observing the human network, in this paper, we propose a method which does the weighted summation of three quantities namely, the trust estimated by a node directly, trust reported by neighbours and average of trust reported by everyone in the network. First quantity is available with node in its trust table, second is gathered by exchanging the trust tables among nodes and third is obtained by aggregation using gossip. The reputation obtained by such weighted summation is termed as globally calibrated local reputation (GCLR). GCLR at a node Reputation Aggregation in Peer-to-Peer Network Using Differential Gossip Algorithm (Extended Abstract) 978-1-5090-2020-1/16/$31.00 © 2016 IEEE ICDE 2016 ConferenceI, R gclr I can be equivalently represented as the matrix vector multiplication
Here, W estimating GCLR at each node are shown in Fig. 1 .
B. Differential Gossip
Gossip Algorithms are used for spreading information in the large decentralised networks because these algorithms are simple, lightweight and robust for errors. Chierichetti et.al. [6] stated that in a power law network, push or pull alone will take longer in spreading the information in the network. As in single push model, it will take many rounds in pushing information from power node to a low degree nodes. Therefore, to avoid this problem, we propose an algorithm named as differential push gossip algorithm. In this algorithm, every node makes different number of pushes in place of single push in a single gossiping step depending upon the ratio of its own degree to the average neighbour degree. Theoretical analysis of differential push gossip algorithm shows that this algorithm converses within O ((log 2 N ) 2 ) times steps. Here N is the number of nodes in the network.
IV. NUMERICAL RESULTS
Performance of the algorithm for reputation aggregation in peer-to-peer file sharing system is evaluated by simulation for power law networks of different sizes. The performance of the proposed algorithm has been compared with the algorithm proposed in [7] . Figure 2 shows the number of gossip steps required for different error bounds for different number of nodes. It is clearly evident that the number of gossip steps is increasing with the rate much less than the normal push gossip [7] .
To study the performance of algorithm against collusion, colluding nodes supply 0 reputation for all nodes other than their colluding group. For group members, the nodes give reputation as 1. Figure 3 shows the immunity of algorithm against collusion in terms of RMS error defined as follows.
Here r ij is the reputation for the node i at node j computed by differential gossip in presence of colluding nodes, whereaŝ r ij is the computed reputation if colluding nodes would not have been there. It is clearly evident that effect of collusion on reputation computation by differential gossip is quite less in comparison to the algorithm proposed in [7] even with very high percentage of colluding users.
V. CONCLUSION
The proposed algorithm is able to aggregate reputation in the network with low overhead along with showing good immunity towards collusion. 
